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Introduction

This document has not been entirely created from scratch. There will be reference to other existing
excellent tutorials on this topic and their links have been attached. The documentation has been
developed and tested on web servers running Debian OS and either Apache or NGINX. For TLS security
Let’s Encrypt certificates have been used.

NB:

For shared hosting packages, the user will have to reach out to the provider to implement some of these
changes.

1. Install Apache on web server
Use this link for a step by step process:
https://github.com/InternetSociety/ose-documentation/blob/master/ose-web-lamp-stack.md

2. Install NGINX on web server
Use this link for a step by step process:
https://github.com/InternetSociety/ose-documentation/blob/master/ose-web-lemp-stack.md

3. IPv6 Support on web server
Use this link for a step by step process to enable support over Apache Web Server:
https://github.com/InternetSociety/ose-documentation/blob/master/ose-web-ipv6-apache.md

Use this link for a step by step process to enable support over NGINX Web Server:
https://github.com/InternetSociety/ose-documentation/blob/master/ose-web-ipv6-nginx.md

Use this link for a step by step process to enable support over a CDN Web Server:
https://github.com/InternetSociety/ose-documentation/blob/master/ose-web-ipv6-cdns.md

4. DNSSEC Support

This implementation might require the domain registry client to enable this as it does not come set by
default. To enable use this link:
https://github.com/InternetSociety/ose-documentation/blob/master/ose-web-dnssec-apache-nginx.md

5. TLS / SSL enablement
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1.  Apache
a) Use this link to enable and wupgrade to the most recent secure version:
https://github.com/InternetSociety/ose-documentation/blob/master/ose-web-tls-1-3-apache.md
b) Use this link to disable the lower phased out versions:
https://github.com/InternetSociety/ose-documentation/blob/master/ose-web-tls-versions-

apache.md

ii. NGINX
a) Use this link to enable and wupgrade to the most recent secure version:
https://github.com/InternetSociety/ose-documentation/blob/master/ose-web-tls-1-3-nginx.md
b) Use this link to disable the lower phased out versions:
https://github.com/InternetSociety/ose-documentation/blob/master/ose-web-tls-versions-

nginx.md

6. TLS / HSTS
For Apache, use this link:
https://github.com/InternetSociety/ose-documentation/blob/master/ose-web-hsts-apache.md

For NGINX, use this link:
https://github.com/InternetSociety/ose-documentation/blob/master/ose-web-hsts-nginx.md

In instances where the above does not work use the below:
TLS (SSL) uses multiple cryptographic ciphers for encryption and digital signatures — Implement version
1.2 and 1.3

For Apache, edit options-ssl-apache.conf

1. Find SSLProtocol line and set it to:
a) SSLProtocol all -SSLv2 -SSLv3 -TLSvI -TLSv1.1
b) Save file and restart apache

For NGINX, edit options-ssl-nginx.conf

i.  Find SSL_protocols line and set it to:
a) SSL protocols TLSv1.2 TLSv1.3
b) Save file and restart NGINX

7. Cipher order
On Apache, use the below link:
https://github.com/InternetSociety/ose-documentation/blob/master/ose-web-tls-cipher-order-apache.md

On NGINX, use the link:
https://github.com/InternetSociety/ose-documentation/blob/master/ose-web-tls-cipher-order-nginx.md

8. Security Headers
On Apache, use the link below:
https://github.com/InternetSociety/ose-documentation/blob/master/ose-web-tls-cipher-order-nginx.md

On NGINX, use the link below:
https://github.com/InternetSociety/ose-documentation/blob/master/ose-web-http-security-headers-

nginx.md

9. HTTPS/2
On Apache, follow the link:
https://github.com/InternetSociety/ose-documentation/blob/master/ose-web-http2-apache.md

On NGINX, follow the link:
https://github.com/InternetSociety/ose-documentation/blob/master/ose-web-http2-nginx.md
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